This new Minitrack, CyberWarfare: Offensive and Defensive Software Technologies, is intended to bring together technical and non-technical cyberwarfare researchers, academics, and practitioners in related fields to discuss the mechanics and implications of offensive and defensive cyberwarfare activities. While the breadth of this field is extensive, the focus topics for the inaugural offering of this minitrack include offensive and defensive technologies and capabilities, impacts of cyberwarfare, information warfare, collateral damage from related activities, as well as educational, legal, policy and ethical issues associated with the controversial topic.
This year there are two papers and a panel related to this topic which should promote discussion among the participants. In Cyber Operations Education: Building Capacity in a Priority Area, by Nance and McGrew, they discuss how the evolution of and increasing dependencies on IT systems have fueled a need to build a workforce capable of protecting critical infrastructure and also producing researchers capable of meeting the challenges of today and the future. This paper presents the challenges associated with developing educational capacity in cyber operations and some approaches that can help to mitigate these challenges.
In Belief-based Decision Making for Service Migration, Yahjun Zuo, from the University of North Dakota, introduces the idea of increasing the number of perspectives to facilitate the selection of the most effective and cost-efficient security action to be taken during an intrusion scenario. The introduction of additional intrusion detection agents to contribute this information can result in the construction of a more complete assessment of the situation and a more effective selection of an appropriate mitigation strategy.
As a new HICSS minitrack, the chairs through it would be appropriate to bring in a panel of experts to discuss some of the issues associated with this important topic.
The panel includes Steven LaFountain, Richard M. (Dickie) George, and Dr. Melissa Dark and is intended to promote discussion and guide the evolution of the minitrack for future years.
Mr. LaFountain is the Distinguished Academic Chief for Information Assurance and Cyber in the Associate Directorate for Education and Training (ADET) at the National Security Agency.
Mr. LaFountain will be discussing the new National Centers of Academic Excellence (CAE) in Cyber Operations Program.
Mr. George is currently the Senior Advisor for Cyber Security at the Johns Hopkins University Applied Physics Laboratory where he works on a number of projects in support of the U.S. Government. He is also the APL representative to the I3P, a consortium of universities, national labs, and non-profit institutions dedicated to strengthening the cyber infrastructure of the United States. He will talk about the threat/adversary model, what information is being targeted, and how cyber professionals can address the needs of the nation. The need today has shifted from rocket scientists to cyber warriors. He will go over some of those rolesred team, hunter, malware analyst, reverse engineer, and active defender -with the emphasis on the importance of building the workforce in this important area.
Dr. Dark is the W.C. Furnas Professor of Technology in Computer and Information Technology and the Assistant Director of Educational Programs at CERIAS (the Center for Education and Research in Information Assurance and Security). Melissa Dark has extensive experience teaching, curriculum development, and instructional research and assessment and for the past 15 years has been focusing these abilities on advancing cybersecurity education. She is currently leads the INSuRE project that focuses on innovating the graduate research traineeship in cybersecurity and links graduate students at CAE-R universities to unclassified research problems from NSA, Sandia and PNNL. In addition, she is the education editor for IEEE Security & Privacy. She will discuss innovation in cyber education ranging from advances in neuroscience to institutional innovation.
